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LEXIS PUBLISHING'S CODE OF FEDERAL REGULATIONS
Copyright (C) 2005, LEXIS Publishing

**x THIS SECTION IS CURRENT THROUGH THE JUNE 22, 2005 ISSUE OF ***
*+* THE FEDERAL REGISTER ***

TITLE 28 -- JUDICIAL ADMINISTRATION
CHAPTER I -- DEPARTMENT OF JUSTICE
PART 50 -- STATEMENTS OF POLICY

28 CFR 50.2

§ 50.2 Release of information by personnel of the Department of Justice relating to criminal and civil proceedings.

(a) General. (1) The availability to news media of information in criminal and civil cases is a matter which has
become increasingly a subject of concern in the administration of justice. The purpose of this statement is to formulate
specific guidelines for the release of such information by personnel of the Department of Justice.

(2) While the release of information for the purpose of influencing a trial is, of course, always improper, there are
valid reasons for making available to the public information about the administration of the law. The task of striking a
fair balance between the protection of individuals accused of crime or involved in civil proceedings with the
Government and public understandings of the problems of controlling crime and administering government depends
largely on the exercise of sound judgment by those responsible for administering the law and by representatives of the

press and other media.

(3) Inasmuch as the Department of Justice has generally fulfilled its responsibilities with awareness and
understanding of the competing needs in this area, this statement, to a considerable extent, reflects and formalizes the
standards to which representatives of the Department have adhered in the past. Nonetheless, it will be helpful in
ensuring uniformity of practice to set forth the following guidelines for all personnel of the Department of Justice.

(4) Because of the difficulty and importance of the questions they raise, it is felt that some portions of the matters
covered by this statement, such as the authorization to make available Federal conviction records and a description of
items seized at the time of arrest, should be the subject of continuing review and consideration by the Department on the
basis of experience and suggestions from those within and outside the Department.

(b) Guidelines to criminal actions. (1) These guidelines shall apply to the release of information to news media
from the time a person is the subject of a criminal investigation until any proceeding resulting from such an
investigation has been terminated by trial or otherwise.

(2) At no time shall personnel of the Department of Justice furnish any statement or information for the purpose of
influencing the outcome of a defendant's trial, nor shall personnel of the Department furnish any statement or
information, which could reasonably be expected to be disseminated by means of public communication, if such a
statement or information may reasonably be expected to influence the outcome of a pending or future trial.

(3) Personnel of the Department of Justice, subject to specific limitations imposed by law or court rule or order,
may make public the following information:

(i) The defendant's name, age, residence, employment, marital status, and similar background information.
(i) The substance or text of the charge, such as a complaint, indictment, or information.

(i) The identity of the investigating and/or arresting agency and the length or scope of an investigation.
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(iv) The circumstances immediately surrounding an arrest, including the time and place of arrest, resistance,
pursuit, possession and use of weapons, and a description of physical items seized at the time of arrest.

Disclosures should include only incontrovertible, factual matters, and should not include subjective observations.
In addition, where background information or information relating to the circumstances of an arrest or investigation
would be highly prejudicial or where the release thereof would serve no law enforcement function, such information
should not be made public.

(4) Personnel of the Department shall not disseminate any information concerning a defendant's prior criminal
record.

(5) Because of the particular danger of prejudice resulting from statements in the period approaching and during
trial, they ought strenuously to be avoided during that period. Any such statement or release shall be made only on the
infrequent occasion when circumstances absolutely demand a disclosure of information and shall include only
information which is clearly not prejudicial.

(6) The release of certain types of information generally tends to create dangers of prejudice without serving a
significant law enforcement function. Therefore, personnel of the Department should refrain from making available the
following:

(i) Observations about a defendant's character.

(ii) Statements, admissions, confessions, or alibis attributable to a defendant, or the refusal or failure of the accused
to make a statement.

(iii) Reference to investigative procedures such as fingerprints, polygraph examinations, ballistic tests, or
laboratory tests, or to the refusal by the defendant to submit to such tests or examinations.

(iv) Statements concerning the identity, testimony, or credibility of prospective witnesses.

(v) Statements concerning evidence or argument in the case, whether or not it is anticipated that such evidence or
argument will be used at trial.

(vi) Any opinion as to the accused's guilt, or the possibility of a plea of guilty to the offense charged, or the
possibility of a plea to a lesser offense.

(7) Personnel of the Department of Justice should take no action to encourage or assist news media in
photographing or televising a defendant or accused person being held or transported in Federal custody. Departmental
representatives should not make available photographs of a defendant unless a law enforcement function is served
thereby.

(8) This statement of policy is not intended to restrict the release of information concerning a defendant who is a
fugitive from justice.

(9) Since the purpose of this statement is to set forth generally applicable guidelines, there will, of course, be
situations in which it will limit the release of information which would not be prejudicial under the particular
circumstances. If a representative of the Department believes that in the interest of the fair administration of justice and

the law enforcement process information beyond these guidelines should be released, in a particular case, he shall
request the permission of the Attorney General or the Deputy Attorney General to do so.

(c) Guidelines to civil actions. Personnel of the Department of Justice associated with a civil action shall not during
its investigation or litigation make or participate in making an extrajudicial statement, other than a quotation from or
reference to public records, which a reasonable person would expect to be disseminated by means of public
communication if there is a reasonable likelihood that such dissemination will interfere with a fair trial and which
relates to:

(1) Evidence regarding the occurrence or transaction involved,
(2) The character, credibility, or criminal records of a party, witness, or prospective witness.
(3) The performance or results of any examinations or tests or the refusal or failure of a party to submit to such.

(4) An opinion as to the merits of the claims or defenses of a party, except as required by law or administrative
rule.
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(5) Any other matter reasonably likely to interfere with a fair trial of the action,

HISTORY: [Order No. 469-71, 36 FR 21028, Nov. 3, 1971, as amended by Order No. 602-75, 40 FR 22119, May 20,
1975]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
S US.C 301; 28 US.C. 509, 510; 42 U.S.C. 1921 et seq., 1973c; and Public Law 107-273, 116 Stat, 1758, 1824,

NOTES: NOTES APPLICABLE TO ENTIRE CHAPTER:

CROSS REFERENCES: Customs Service, Department of the Treasury: See Customs Duties, 19 CFR chapter L.
Internal Revenue Service, Department of the Treasury: See Internal Revenue Service, 26 CFR chapter .
Employees' Benefits: See title 20.

Federal Trade Commission: See Commercial Practices, 16 CFR chapter I.

Other regulations issued by the Department of Justice appear in title 4; title 8; title 21; title 45; title 48.

NOTES APPLICABLE TO ENTIRE PART:
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 50, Uniform Guidelines on Employee Selection
Procedures, see: 69 FR 10152, Mar., 4, 2004.]
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oril About Us
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) ¥ . Facts and F 2003
Frequently Asked Questions o the L
what We Investigale Conducting Investigations | Background Investigations | Headquarters
Countenemonsm Fugitives Details on FBI divisions and
: The FBI and Other Government and Law Enforcement organization.

Agencies | Counterterrorism | Foreign Counterintelligence  ppy gxecutives
Other Investigative Priorities | Civil Rights | FBI Employment  Leadership at FBI

Headquarters,
Your Losal F&: Ufice a
A What is the FBI? Field Offices

The FBI is the principal investigative arm of the United States g:"':tglc’fo'f;fgf:::f"ofsf
For e Fariy Department of Jugticg. It has tI}e authoﬁty and respons?bxllty to you.
P el investigate specific crimes assigned to it. The FBI also is Legal Attache Offices
' authorized to provide other law enforcement agencies with The FBI Overseas.
Emoloymen cooperative service§, such as fingerpriqt _identification, Tour Information
How Do laboratory examinations, and police training. ELHL———M-LPub"c tours are dlosed.

FEI History

Search -
What is the mission of the FBI? c s Sunities with
The mission of the FBI is to uphold the law through the e par, opportunites W
investigation of violations of federal criminal law; to protect the

United States from foreign intelligence and terrorist activities; to Heraldry of the Seal
Each symbol and color in the

Business Opportunities

Submit ATip provide leadership and law enforcement assistance to federal, o' /o he oy

Apply Today “~==]state, local, and international agencies; and to perform these significance.

Links responsibilities in a manner that is responsive to the needs of

Contact Ug === the public and is faithful to the Constitution of the United States. Frequentiy Asked

i ) Questions

SiteMap Answers to common

Privacy Poﬁcy‘W When was the FBI founded? questions about us. -
On July 26, 1908, then-Attorney General Charles J. Bonaparte ~

appointed an unnamed force of Special Agents to be the
investigative force of the Department of Justice. The FBI
evolved from this small group.

Who is the head of the FBI?

The FBI is headed by a Director who is appointed by the

President and confirmed by the Senate for a term not to exceed

ten years. The current Director of the FBI is Robert S. Mueller,

Ml Co

: How is the FBI organized?
The FBI is headquartered in Washington D.C. The offices and
divisions at FBI Headquarters provide program direction and
support to 56 field offices, approximately 400 satellite offices
known as resident agencies, four specialized field installations, -
and over 45 foreign liaison posts known as Legal Attaches.

How many people are employed by the FBI?

As of April 30, 2005, the FBI had 29,645 employees, including
12,406 special agents and 17,239 professional support
personnel,
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Is the FBI a type of national police force?

No. The FBI is an investigative component of the United States
Department of Justice. It is one of 32 federal agencies with law
enforcement responsibilities.

How accurately is the FBI portrayed in books, television
shows, and motion pictures?

Any author, television script writer, or producer may consult with -
the FBI about closed cases or our operations, services, or
history. However, there is no requirement that they do so, and
the FBI does not edit or approve their work. Some authors,
television programs, or motion picture producers offer
reasonably accurate presentations of our responsibilities,
investigations, and procedures in their story lines, while others
present their own interpretations or introduce fictional events,
persons, or places for dramatic effect.

Back to top
FBI Conducting investigations

What are the primary investigative functions of the FBI?
The FBI's mandate, the broadest of all federal investigative
agencies, authorizes it to investigate all federal criminal
violations that have not been specifically assigned by Congress
to another federal agency. The FBI's investigative functions fall
into the categories of applicant matters; civil rights;
counterterrorism; foreign counterintelligence; organized
crime/drugs; violent crimes and major offenders; and financial
crime.

Where is the FBI's authority written down?

The powers of the FBI are derived from congressional statutes.
Title 28, United States Code, Section 533, authorizes the
Attorney General to appoint officials to detect and prosecute
crimes against the United States. Title 18, United States Code,
Section 3052, specifically authorizes Special Agents and
officials of the FBI to make arrests, carry firearms, and serve
warrants. Title 18, United States Code, Section 3107,
empowers Special Agents and officials to make seizures under
warrant for violation of federal statutes. The FBI's authority to
investigate specific criminal violations is conferred by numerous
other congressional statutes. In addition, Title 28, Code of
Federal Regulations, Section 0.85, outlines the investigative
and other responsibilities of the FBI, including the collection of
fingerprint cards and identification records; the training of state
and local law enforcement officials at the FBI National
Academy; and the operation of the National Crime Information
Center and the FBI Laboratory.

Then the FBI actually must work through U. S. Attormeys?
Yes. Although the FBI is responsible for investigating possible
violations of federal law, the FBI does not give an opinion or
decide if an individual will be prosecuted. The federal
prosecutors employed by the Department of Justice or the U.S.
Attorneys offices are responsible for making this decision and
for conducting the prosecution of the case.

What does the FBI do with information and evidence
gathered during an investigation?

http://www.fbi.gov/aboutus/faqs/fagsone.htm
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If a possible violation of federal law under the jurisdiction of the
FBI has occurred, the FBI will conduct an investigation. The -
information and evidence gathered in the course of that
investigation are then presented to the appropriate U.S.
Attorney or Department of Justice official who will determine
whether or not prosecution or further action is warranted.
Depending on the outcome of the investigation, evidence is
either returned or retained for court. °

What does the FBI do with persons it arrests in the course -
of an investigation?

A person arrested by the FBI is taken into custody and
photographed and fingerprinted. In addition, an attempt often is -
made to obtain a voluntary statement from the arrestee. The
arrestee remains in FBI custody until the initial court
appearance, which must take place without unnecessary delay.

What authority do FBI Special Agents have to make arrests
in the United States, its territories, or on foreign soil?

In the United States and its territories, FBI Special Agents may
make arrests for any federal offense committed in their
presence or when they have reasonable grounds to believe that
the person to be arrested has committed, or is committing, a
felony violation of U.S. laws. Concerning arrests on foreign soil,
FBI Special Agents generally do not have authority outside the
United States except in certain cases where, with the consent of.
the host country, Congress has granted the FBI extraterritorial
jurisdiction.

Are FBI Special Agents permitted to install wiretaps at their
own discretion? -

No. Wiretapping is one of the FBI's most sensitive techniques
and is strictly controlled by federal statutes. It is used
infrequently and then only to combat the most serious crimes
and terrorism. Title 18, United States Code, Section 2516,
contains the protocol requiring all law enforcement officers to
establish probable cause that the wiretaps may provide
evidence of a felony violation of federal law. After determining if
a sufficient showing of probable cause has been made,
impartial federal judges approve or disapprove wiretaps. The
approving judge then must continue to monitor how the wiretap
is being conducted. Wiretapping without meeting these stringent
requirements and obtaining the necessary court orders is a
serious felony under the law.

What is the FBI's policy on the use of deadly force by its
Special Agents?

FBI Special Agents may use deadly force only when necessary-
-when the Special Agent has a reasonable belief that the
subject of such force poses an imminent danger of death or
serious physical injury to the Special Agent or another person. If
teasible, a verbal warning to submit to the authority of the
Special Agent shall be given prior to the use of deadly force.

If a crime is committed that is a violation of local, state, and
federal laws, does the FBI "take over” the investigation?
No. State and local law enforcement agencies are not
subordinate to the FBI, and the FBI does not supervise or usurp
their investigations. However, through cooperation, the

http://www.fbi.gov/aboutus/faqs/fagsone.htm 06/17/2005
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investigative resources of the FBI and state and local agencies
often are pooled in a common effort to investigate and solve the
cases. In fact, many task forces composed of FBI Special
Agents and state and local officers have been formed to locate
fugitives and to address serious, recurring crime such as
terrorism and street violence.

If an individual is being sought by local police for
committing a crime, what assistance can the FBI render to
locate the fugitive? '

A "stop” will be placed against the fugitive’s fingerprints in the
FBI's Criminal Justice Information Services Division. Local
police will be notified immediately upon the receipt of any
additional fingerprints of the fugitive. The fugitive’s name and
identifying data also will be entered into the National Crime
Information Center, a computerized database that is accessible
to law enforcement agencies nationwide. Any agency that
subsequently inquires about this individual will be informed of
his or her fugitive status. In addition, the FBI may obtain a
federal arrest warrant and thereafter attempt to locate an
individual who flees prosecution or confinement if there is
reason to believe the person has traveled across a state line or
left the country.

If a child is missing and possibly kidnapped, but no
interstate transportation is known, will the FBI begin an
investigation? :

Yes. The FBI will initiate a kidnapping investigation involving a
missing child "of tender years” even though there is no known
interstate aspect. "Tender years” is generally defined as a child
twelve years or younger. The FBI will monitor other kidnapping
situations when there is no evidence of interstate travel, and it
offers assistance from various entities including the FBI
Laboratory.

What is the FBI's policy on the use of informants?

The courts have recognized that the government's use of
informants is lawful and often essential to the effectiveness of
properly authorized iaw enforcement investigations. However,
use of informants to assist in the investigation of criminal activity
may involve an element of deception, intrusion into the privacy
of individuals, or cooperation with persons whose reliabiiity and
motivation may be open to question. Although it is legally
permissible for the FBI to use informants in its investigations,
special care is taken to carefully evaluate and closely supervise
their use so the rights of individuals under investigation are not
infringed. The FBI can only use informants consistent with
specific guidelines issued by the Attorney General that control
the use of informants.

Are informants regular employees of the FBI?

No. Informants are individuals who supply information to the FBI
on a confidential basis. They are not hired or trained employees
of the FBI, although they may receive compensation in some
instances for their information and expenses.

If a citizen gives information about a potential crime to the
FB! and there is a question as to whether a federal violation

has occurred, who in the government decides?
The FBI may conduct an investigation in order to obtain

http://www.fbi.gov/aboutus/fags/fagsone htm 06/17/2005
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sufficient facts concerning the allegation. If there is a question
as to whether or not a federal violation has occurred, the FBI

consults with the United States Attorney's office in the district
where the alleged offense took place.

How much time and money will the FBl spend on a
“typical” investigation?

There is no typical expenditure of time, personnel, or money in
an FBI investigation. Some investigations are not complicated
and are quickly resolved; others are long-term, complex, and
involve multiple jurisdictions, subjects, and violations.

Can | obtain detailed information about a current FBI
investigation | see in the news?

No. Such information is protected from public disclosure, in
accordance with current law and DOJ and FBI policy. This
policy preserves the integrity of the investigation and the privacy
of individuals involved in the investigation prior to any public
charging for violations of the law. It also serves to protect the
rights of people not yet charged with a crime.

Does the FBI provide arrest records at the request of
private citizens?

Yes. The subject of an identification record may obtain a copy
thereof by submitting a written request. The request must be
accompanied by satisfactory proof of identity (consisting of
name, date and place of birth, and a set of roll-inked fingerprint
impressions) and a certified check or money order for the $18
processing fee. The FBI will not provide copies of arrest records
to individuals other than the subject of the record.

Who monitors the FBI?

The FBI's activities are closely and regularly scrutinized by a
variety of entities. Congress, through several oversight
committees in the Senate and House, reviews the FBI's budget
appropriations, programs, and selected investigations. Also, the
results of FBI investigations are often reviewed by the judicial
system during court proceedings. Within the U.S. Department of
Justice, the FBI is responsible to the Attorney General, and it
reports its findings to United States Attorneys across the
country. Additionally, the FBI's activities are regularly reviewed
and reported by the nation’s news media. For more information,
see Responding To Your Concerns: Checks and Balances on
the FBI.

Back to top

Background Investigations

What type of applicants does the FBI investigate?

The FBI conducts background investigations on all persons who
apply for employment with the FBI. Additionally, the FBI
conducts background investigations for certain other
government entities, such as the White House, Department of
Justice, Administrative Office of the U.S. Courts, and certain
House and Senate committees.

Who can obtain the results of such background
investigations?

http://www.fbi.gov/aboutus/faqs/fagsone.htm 06/17/2005
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The subject of a background investigation may request the
contents of his or her own report through the Freedom of

information/Privacy Acts, The results of background
investigations are given to the requesting government entity.

Other government entities that need to assess a person’s
suitability for employment or access to classified materials may
also request the results.

Back to top

Fugitives

How many fugitives does the FBI look for at any one time?
Approximately 12,000. Through the Unlawful Flight to Avoid
Prosecution or Confinement statute, the FBI for many years has
been responsible for seeking the country’'s most wanted, violent
fugitives.

Can the FBI send "wanted posters" on fugitives to private
citizens?

No. These items only are made available to law enforcement or
other government agencies in furtherance of the investigations
to locate the fugitives.

Since the FBI does not send out wanted posters to the

' . public, is there any way | can see photographs and
descriptions of current FBI fugitives?
As part of our Fugitive Publicity Program, the FBI places
photographs and other information regarding fugitives on our
Most Wanted web site. The FBI's "Ten Most Wanted Fugitives"
and other fugitives are included. Additionally, many United
States Post Offices display 8" by 8" FBI "wanted posters,*
officially known as [dentification Orders.

Should a citizen verify his or her suspicions about criminal
activity before reporting them to the FBI?

Citizens should never place themselves in harm's way or
conduct their own investigations. Instead, any suspicious
activity about matters under FBI jurisdiction should be reported
to the FBI promptly.

Back to top

The FBI and Other Government and Law Enforcement
Agencies

How does the FBI differ from the Central Intelligence
Agency?

The CIA has no law enforcement function. Rather, it collects
and analyzes information that is vital to the formation of U.S.
policy, particularly in areas that impact the security of the nation.
The CIA coliects information only regarding foreign countries
and their citizens. It is prohibited from collecting information
regarding "U.S. Persons," a term that includes U.S. citizens,
resident aliens, legal immigrants, and U.S. corporations,
regardiess of where they are located.

How does the FBI differ from the Drug Enforcement
Administration and the Bureau of Alcohol, Tobacco and

http://www.fbi.gov/aboutus/faqs/faqsone.htm 06/17/2005
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Firearms?

The FBI is the primary law enforcement agency for the U.S.
Government, charged with enforcement of over 200 categories
of federal laws. The DEA is a single-mission agency charged
with enforcement of drug laws. The ATF is the agency whose
primary investigative responsibility is enforcement of federal
firearms statutes and the investigation of arsons and bombings
that are not in furtherance of terrorism.

What is the FBI doing to improve its interaction with other
federal law enforcement agencies?

The FBI has long believed that cooperation is the backbone of
effective law enforcement. Due to limited federal law
enforcement resources and increasingly complex criminal
organizations, effective and efficient use of resources is
essential. The FBI routinely cooperates and works closely with
all federal law enforcement agencies on individual joint
investigations and through formal task forces that address
broad crime problem areas. On December 4, 2001, the Office of
Law Enforcement Coordination was created to help improve our
coordination and information sharing with state and local law
enforcement and public safety agencies.

Does the Uniform Crime Reporting (UCR) Program involve
other law enforcement agencies?

Yes. In 2003 the UCR Program received crime data from more
than 17,000 law enforcement agencies, representing 93 percent
of the U.S. population. The UCR Program collects information
on serious crimes reported to law enforcement agencies.

Does the FBI exchange fingerprint or arrest information
with domestic and foreign police agencies?

Yes. Identification and criminal history information may be
disclosed to federal, state, or local law enforcement agencies or
any agency directly engaged in criminal justice activity. As well,
such information may be disclosed to any foreign or
international agency consistent with international treaties,
conventions, and executive agreements, where such disclosure
may assist the recipient in the performance of & law
enforcement function,

What is the FBI's policy on sharing information in its files
with domestic or foreign investigative agencies or with
other governmental entities?

Through what is known as the National Name Check Program,
limited information from the FBI's central records system is
disseminated in response to requests by other entities lawfully
authorized to receive it. These entities include other federal
agencies in the Executive Branch, congressional committees,
the federal judiciary, some foreign police and intelligence
agencies, and state and local agencies within the criminal
justice system. The FBI’s central records system contains
information regarding applicant, personnel, administrative
actions, and criminal and security/intelligence matters.
Dissemination of FBI information is made strictly in accordance
with provisions of the Privacy Act; Title 5, United States Code,
Section 552a; FBI policy and procedures regarding
discretionary release of information in accordance with the
Privacy Act; and other applicable federal orders and directives.
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Do FBI Special Agents work with state, local, or other law
enforcement officers on "task forces"?

Yes. We work with other agencies to investigate violations of
many of the criminal laws that the FBI is charged to enforce.
Task forces have proven to be a very effective way for the FB!
and state and local law enforcement to join together to address
specific crime problems. In law enforcement, "concurrent
jurisdiction" may exist, whereby a crime may be a local, state,
and federal violation all at the same time. Task forces
concentrate on terrorism, organized crime, narcotics, bank |
robberies, kidnapping, and motor vehicle theft.

What training assistance is afforded local law enforcement
officers?

The FBI offers several training opportunities. The FBI National
Academy, founded in 1935, provides college-level training to
mid-leve! state, local, and foreign police officers. The FBI
National Academy is located in the same facility as the FBI
Academy, where the Bureau trains its own employees, at
Quantico, Virginia. As part of the FBI's Field Police Training
Program, qualified FBI police instructors provide training
assistance at local, county, and state law enforcement training
facilities to improve the investigative, managerial,
administrative, and technical skills of local officers. This training
program strengthens the cooperative effort between the FBI and
local agencies in protecting the public. .

What is the Critical Incident Response Group?

The FBI's Critical Incident Response Group (CIRG) provides
rapid assistance to incidents in a crisis. Through CIRG, expert
assistance is available in cases involving the abduction or
mysterious disappearance of children, crisis management,
hostage negotiation, criminal investigative analysis, and special
weapons and tactics. CIRG also assists in the assessment,
selection, and training of FBI undercover employees.

What is IAFIS?

The Integrated Automated Fingerprint Identification System,
implemented in July 1999, replaces the former paper-based
system for identifying and searching criminal history records. It
supports a law enforcement agency’s ability to digitally record
fingerprints and electronically exchange information with the
FBIl. Manual steps have been reduced and processing speeds
increased.

What is the International Law Enforcement Academy (ILEA)
in Budapest?

The ILEA is a multinational effort organized by the United
States, the government of Hungary, and other international
training partners. A broad spectrum of U.S. federal law
enforcement agencies and the Department of State are
engaged in a cooperative effort to provide assistance to our
police colleagues in the emerging democracies through training.
Other countries throughout the worid are actively supporting this
initiative by providing instructors. Representatives from the
European Union and the Council of Europe also have
participated. In addition, the FBI conducts extensive police
training in foreign countries. This training not only aids the
foreign countries but substantially helps the FBI investigate
international crime aimed at U.S. citizens and interests.

http://www.fbi.gov/aboutus/faqs/fagsone.htm 06/17/2005
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Does the FBI Laboratory conduct examinations of evidence
for anyone other than the FBI?

Yes. In addition to performing examinations for its own cases,
the EBI Laboratory conducts scientific examinations of
evidence, free of charge, for any duly constituted federal, state,
and/or local law enforcement organization within the United
States. Such services also may be made available to foreign
law enforcement agencies under special agreement between
the Attorney General and the Secretary of State.

Does the FBI conduct fingerprint card checks or examine
items for latent fingerprints at the request of private
citizens? ‘
The FBI provides fingerprint card checks for certain licensing
and employment purposes. Latent fingerprint examinations are
conducted only for duly constituted law enforcement agencies.

Back to top

Counterterrorism

What is the FBI's role in counterterrorism?

The FBI's role is to protect the U.S. and U.S. persons and
interests throughout the world from terrorist attack. This is
accomplished through professional investigation, intelligence
activities, and coordinated efforts with local, state, federal, and
foreign entities as appropriate.

Does the FBI share information on terrorists with other
domestic and foreign law enforcement agencies?
Countering terrorism effectively requires the exchange of
information and close, daily coordination among U.S. law
enforcement, intelligence, and service entities, as well as
international law enforcement agencies. An example of this
cooperation includes the Terrorist Threat Integration Center.

What is the FBI's responsibility in bombing cases?

The FB! investigates the malicious damaging or destruction, by
means of an explosive, of property used in interstate or foreign
commerce. These matters include the bombing or attempted
bombing of college or university facilities and incidents that
appear to have been perpetrated by terrorist or revolutionary
groups. The FBI also investigates bombings in the U.S. and
overseas when the incident was an act of terrorism against U.S.
persons or interests. It collects evidence, interviews witnesses,
develops leads, and identifies and apprehends the person or
persons responsible. The FBI assists U.S. Attomeys in
preparing evidence or exhibits for trial as well.

Does the FBI investigate hate groups in the United States?
The FBI investigates domestic hate groups within guidelines
established by the Attorney General. Investigations are
conducted only when three criteria are met: a threat or
advocacy of force is made; the group has the apparent ability to
carry out the proclaimed act; and the act would constitute a
potential violation of federal law.

Does the FBI "monitor"” any potential terrorist groups in the
United States?
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The FBI is bound by guidelines issued by the Attorney General
that establish a consistent policy on when an investigation may

be initiated. Through these guidelines, the FBI obtains
authorization to collect information. The facts are analyzed and

then used to prevent terrorist activity and, whenever possible, to
aid in the arrest and prosecution of persons or groups who have
violated the law.

What action does the FBI take when a foreign group linked
to terrorism abroad has members in the United States?

The approach taken by the FBI in counterterrorism
investigations is based on the need both to prevent incidents
where possible and to react effectively after incidents occur. Our
investigations focus on the unlawful activity of the group, not the
ideological orientation of its members. When conducting
investigations, the FBI collects information that not only serves
as the basis for prosecution, but also builds an intelligence base
to help prevent terrorist acts.

What concerns do the FBI and the law enforcement
community have regarding the growing use of encryption
products by the public, both domestically and abroad?
Law enforcement is extremely concerned about the serious
threat posed by the use of robust encryption products that do
not allow for authorized access or the timely decryption of
critical evidence obtained through lawful electronic surveillance
and search and seizure. On one hand, encryption is extremely
beneficial when used legitimately to protect commercially
sensitive information and communications. On the other hand,
the potential use of such products by criminals or terrorists
raises a tremendous threat to public safety and national
security. In view of this, law enforcement supports a balanced
encryption policy that meets both commercial and individual
needs as well as law enforcement needs. The FBI has found
that robust encryption, combined with a key escrow feature that
permits court-authorized access to "plain text," is the only way
to achieve these two goals without seriously jeopardizing public
safety. ‘ ‘

Back to top
Foreign Counterintelligence

What is the FBI's foreign counterintelligence
responsibility?

As the country’s lead counterintelligence agency, the FBl is
responsible for detecting and lawfully countering actions of
foreign intelligence services and organizations that employ
human and technical means to gather information about the
United States that adversely affects U.S. national interests. The
espionage or "spying" activities may involve the acquisition of
classified, sensitive, or proprietary information from the U.S.
government or U.S. companies. The FBI will investigate
wherever a foreign entity conducts clandestine intelligence
activities in the U.S.

What is "economic espionage”? :
Economic espionage is foreign power-sponsored or coordinated
intelligence activity directed at the U.S. government or U.S.
corporations, establishments, or persons designed to unlawfully
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and clandestinely obtain sensitive financial, trade, or economic
policy information; proprietary economic information; critical
technologies; or to unlawfully or clandestinely influence
sensitive economic policy decisions. This theft, through open
and clandestine methods, can provide foreign entities with a
treasure of proprietary economic information at a fraction of the
true cost of their research and development, causing significant
economic loss.

Do foreign spies always operate undercover?

No. Espionage can be committed by almost anyone. Recent
surveys indicate that most technology lost can be attributed to
insiders in U.S. corporations. Espionage subjects often act on
their own to fulfill requests of foreign intelligence services.

Has the use of space satellites, listening devices, and other
advanced technology reduced the importance of the human
foreign spy?

The human factor in espionage always will remain important.
The use of high technology gives the intelligence officer
anonymity. Thus, high technology enhances the efforts of
foreign spies but does not replace them entirely.

Has the ending of the Cold War reduced the amount of
espionage?

No. Traditional espionage has changed, with new threats from
nontraditional countries. In some areas espionage has
increased and actually has become more difficult to assess and
predict.

Why do we so seldom hear about arrests for espionage?
Only failed attempts at espionage lead to arrests. Espionage
and espionage-related matters, which cost the nation an
estimated $100 billion per year, differ from the FBI's criminal
investigations in that arrest and prosecution is not and cannot
be the ultimate goal. Most FBI responses to foreign intelligence
activity result in neutralizing the threat, rather than by making
arrests, and therefore are not known to the public.

How can citizens help the FBI protect the U.S. from foreign
intelligence operations?

Citizens can raise their own security awareness and report any
suspected espionage activity to the FBI. Apparent espionage
activity would include unauthorized attempts to view records or
plans; scavenging through trash; eavesdropping on live or
telephone conversations; questions from persons who have no
need to know certain information to do their job; or persons
found outside their normal work areas or at unusual hours.
Security awareness is vital to our national interests.

Back to top
Other Investigative Priorities

What steps are being taken by the FBI to reduce violent
crime in America, particularly that committed by gangs?
The FBI is the principal federal agency with jurisdiction to

address violent street gangs. It conducts investigations on these
groups through its Safe Streets Initiative with other law
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enforcement partners. The FBI has also developed National
Violent Crime, Drug, and Gang Strategies that together serve as
the framework for combating violence in the United States.

Does the FBI keep statistics on criminal offenses
committed in the United States?

Yes. The FBI's Uniform Crime Reporting (UCR) Program, which
began in 1929, collects information on serious crimes reported
to law enforcement agencies. The categories are homicide,
forcible rape, robbery, aggravated assault, burglary, larceny,
theft, motor vehicle theft, and arson. The Program also collects
information on hate crimes and on persons arrested for twenty-
two other less serious crime categories. Hate crime offenses
cover incidents motivated by race, religion, sexual orientation,
and ethnicity/national origin.

What is white-collar crime and how is the FBI combating it?
White-collar crime is non-violent in nature and includes health
care fraud, corporate fraud, govemment fraud, and
telemarketing fraud, to name a few. The FBI is actively pursuing
a number of investigations to combat white-collar crime. A plan
is in place to target check fraud and counterfeit negotiable
instruments by organized groups. The FBI also is concentrating
on mortgage loan fraud. There are also joint ventures including
The White Collar Crime Center and the Internet Crime

. Complaint Center.

How is the FBI fighting organized crime, particularly
international organized crime?

The FBI uses a variety of laws, asset forfeiture statutes, and
sophisticated investigative techniques in its domestic and
international cases. The criminal and civil provisions of the
Racketeer Influenced and Corrupt Organizations (RICO) statute
are a particularly suited to dismantle criminal organizations.
These investigations frequently utilize undercover operations,
court-authorized electronic surveillance, informants and
cooperating witnesses, and consensual monitoring. Many of
these are conducted with foreign and domestic police agencies.
The FBI operates under an organized crime/drug strategy that
focuses its investigations on major international, national, and
regional groups that control large segments of the illegal
activities.

What is the FBI doing about drug trafficking?

The FBI has determined that the most effective means of
combating this crime is to use the Enterprise Theory of
Investigation, which focuses investigations and prosecutions on
entire criminal enterprises rather than on individuals. Through
this process, all aspects of the criminal operation can be
identified. The Theory supports not only the prosecution of the
criminal enterprise, but also the seizure of the enterprise’s
assets and is intended to disrupt or dismantle entire criminal
organizations.

Does the FBI investigate graft and corruption in local
government and in state and local police departments?
Yes. The FBI uses applicable federal laws, including the Hobbs
Act, to investigate violations by public officials in federal, state,
and local governments. A public official is any person elected,
appointed, employed, or otherwise has a duty to maintain
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honest and faithful public service. Most violations occur when
the official asks, demands, solicits, accepts, receives, or agrees
to receive something of vaiue in return for influence in the
performance of an official act. The categories of public
corruption investigated by the FBI include legislative, judicial,
regulatory, contractual, and law enforcement.

Does the FBI investigate computer-related crime?

Yes. The FBI is charged with investigating-computer-related
crimes involving both criminal acts and national security issues.
Examples of criminal acts would be using a computer to commit
fraud or using the Internet to transmit obscene material. In the
national security area, the FBI investigates criminal matters
involving the nation’s computerized banking and financial
systems; the various "911" emergency networks; and
telecommunications systems. See FBI Cyber investigations for
more information.

Back to top
Civil Rights

How does the FBI protect the civil rights of people in the
United States?

The FBI investigates all violations of federal civil rights statutes.
The results of such investigations are given to the Department
of Justice, which determines prosecution. Civil rights violations
fall into several categories: racial or religious discrimination;
color of law-use of excessive force or police misconduct;
involuntary servitude or slavery; the Voting Rights Act of 1965;
the Civil Rights Act of 1964; the Equal Credit Opportunity Act;
Freedom of Access to Clinic Entrances Act; and the Civil Rights
of Institutionalized Persons Act.

What are the most typical civil rights violations?

The most common complaint involves allegations of excessive
use of force by law enforcement personnel causing injuries or
death. Approximately 40 to 50 law enforcement personnel are
convicted of this offense each year. Another common complaint
involves racial violence, such as physical assaults, homicides,
verbal or written threats, or desecration of property.

Back to top
FBIl Employment

How do | apply for a job at the FBI?

Please visit our employment webpage to apply for a job and to
find answers to frequently asked questions about careers in the
FBI. The questions and answers address many topics including
support positions, the Special Agent application process, and
FBI background investigations.

Back to top
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DOJ 2640.1

PRIVACY ACT SECURITY REGULATIONS
FOR SYSTEMS OF RECORDS

Approval Date: February 8, 1977
Approved By: GLEN E. POMMERENING

Assistant Attomey General
for Administration
Distribution: BUR/H-1; OBD/H-1
Initiated By: Justice Management Division

Security and Administrative Programs Staff

1. PURPOSE. The purpose of this order is to establish Department regulations governing
the security of systems of records pursuant to the Privacy Act of 1974.

2. SCOPE. This order applies to all Dcpartment orgamzanons which maintain systems of
personal records.

3. REFERENCES.

"a. 28 CFR 16 Subpart D, Protection of Privacy of Individual Records.
b. 5 U.S.C. 552a, Privacy Act of 1974,

4, BACKGROUND. The Privacy Act of 1974 requires that each agency "establish

appropriate administrative, technical, and physical safeguards to ensure the security and

' confidentiality of records and to protect against any anticipated threats or hazards to

. their security or integrity". Safeguards are required to protect manual and automated

systems of records. The regulations developed for systems of records in automated
information systems are consistent with guidelines issued by the National Bureau of
Standards. "System of records” refers to a group of any records under control of an
agency from which information is retrieved by the name of the individual or by an
identifier assigned to the individual. Heads of organizations are responsible for
lmplcmcntmg security safeguards, consistent with these regulatxons for systcms of
records in their orgamzatlon

3. PROTECTION OF AUTOMATED SYSTEMS OF RECORDS.

a. Risk Analysis.
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(1) The ADP Facility Security Officer of each organization providing

computer support for an automated system of records, with the assistance
of appropriate system managers and technical personnel, shall conduct a
risk analysis to identify and prioritize threats to personal data systems and
to determine their probability of occurrence and potential losses to the
ADP Facility. The risk analysis should be completed within one (1) year
of issuance of these regulations and updated annually thereafier. The risks
considered should include accidental or intentional modification,
disclosure and destruction of data and programs, and the vulnerability of
the computer hardware and supporting utilities to acts of vandalism,
sabatage, or theft. ' :

The risk analysis should consider risks to classified and sensitive
information as well as information subject to the Privacy Act o[ 1974 to
allow the security safeguards to be based on the overall threat to the
computer system. After conducting the risk analysis and evaluating the
risks, security safeguards based on physical security measures to provide
basic protection, information management practices to protect against
interna) threats, and software-hardware security features to provide
additional protection against unauthorized access to data, should be

implemented.

b. Physical Security.

(1)

)

Physical security is achieved through the use of access control measures
such as guards, locks and badge readers, etc., and by measures to protect
the structure housing the computer equipment from fires, explosions, and
natural disasters. Entrances to computer centers shall be limited to the
minimum necessary based upon operational, security and safety '
requirements. Access through each entrance shall be controlled by
screening devices such as guards and electranic or physical locks. -

In addition to the central computer facility, areas requiring physical
security protection include remote terminal areas, remote job entry
stations, supporting utilities such as power and air conditioning, and tape
and disk libraries. The effect of emergencies and disasters should be
considered in selecting physical security safeguards to ensure that the
safeguards are adequate to protect the ADP equipment and data during
and following a disaster. L ‘

c. Information Management Practices.

DOJ00200
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(1) Specific procedures to protect the handling of personal data in the
computer center and the responsibilities of computer center personnel in
providing this protection shall be included in a procedures handbook.
Output and storage media containing privacy data shall be appropriately
labeled, Up-to-date lists of authorized users of the central computer and
remote facilities shall be maintained and system access restricted to the
authorized personnel. A log of storage media transferred to/from the
computer facility shall be maintained when the storage media contains

privacy data.

(2) The ADP Facility Security Officer is responsible for the security of data
in the computer center and should consider the impact of changes to the
computer hardware and software on data security. The destruction of

* privacy.data on storage media shall be done by overwriting or dcgaussmg
techniques which effectively prevent the rcconstructmn or recovery of
mformatlon from the residue.

d. Software/Hardware Security. The users of 2 computer system shall be identified
and authenticated. Remote terminal users should be uniquely identified by an
automated system log-on procedure utilizing techniques such as machine readable
cards or passwords. Remote terminals shall be identified to the computer system,
preferably by hardware-generated terminal identification. Software/hardware
access controls should be implemented to restrict access of § pnvacy data to
authorized personnel. An audit trail shall record all accesses to pnvacy data.

6. PROTECTION OF MANUAL SYSTEMS OF RECORDS.

a. Selection of Safeguards. The system manager shall consider the risks to the
system and the sensitivity of the data as a basis for selecting sccunty safcguards to

provide adcquatc systcm protection.

b. Marking Records. All records subject to the anacy Act 0f 1974 shall be
appropriately marked individually or collectively by means such as rubber
stamping or attaching a cover sheet to call attention to the special protectxon
required by law. Where large systems of records are contained within 4 storage
area, the storage area should be identified as contaxmng privacy data

c. Protection of Records. The operating procedures for handling personal data must
be assessed to ensure that data is not exposed to unauthorized personnel.
Documents and correspondence containing personal data shall be controlled and
protected immediately upon receipt of the information. Protection of written.

. system of records material includes, at a minimum, that the material must not be
left unattended outside the authorized storage area. Personal data shall not be
verbally communicated nor allowed to be observed or read by any unauthorized
persons. Work areas where personal records are handled should be located to

allow control of access to the area.

{ d. ‘Identlfymg Authorized Personnel. Personne] handling personal information
shall be informed of the authorized personnel within and outside the office who

DOJ00201
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are allowed to have access to the information. Providing and maintaining the lists
of authorized personne] are the responsibility of the manager of the systems of

. records.

Storage of Privacy Information. When-unattended, privacy records shall be

. stored in a lockable filing cabinet or enclosure which provides protection equal to
that provided by a Federal Supply Catalog Class 7110 file, which is available

through the General Services Administration Federal Supply Service. Allernate

methods of-protection such as a secure or alarmed area may be provided by the

manager of the systems of records. The Security Officer of the component owning

the systems of records should be consulted regarding the storage requirements.

f Methods of Destruction. The destruction of personal data shall be sufficient to
prevent the reconstruction or recovery of the informiation. The methods of

destruction include burning, pulping or shredding.
/ s/ GLEN E. POMMERENING

Assistant Attorney General
for Administration

DogJgooz202
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DOJ 2880.1A

INFORMATION RESOURCES MANAGEMENT

Approval ‘March 5, 2001
Date: :
Approved By: STEPHEN R. COLGATE
' Assistant ‘Attorney General
for Administration

Distribution:BUR/H-1; OBD/H-1.
Initiated By:Justice Management Division

Information Management and
Security Staff .

FOREWORD
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1. PURPOSE. This order establishes the Department of Justice's (DOJ) Information
o Resources Management (IRM) policy.

2.  SCOEPE.

Except where otherwise noted, this order applies to all Department
components. Sections of the order are qualified as applicable with respect
to the subset of compeonents affected, Where appropriate, components may

impose more restrictive rules.

a.

b. This order creates no rights enforceable at law by a pérty against the’
United States.

3. . DEFINITIONS.

chponent“refers to the DOJ Offices, Boards, Divisions, and Bureaus, as

a.
listed in 28 Code of Federal Regulatioms (C.F.R.). .

b. Computer system is a discrete set of electronic information resources
(data, hardwars and software) organized for the collection, processing,
maintenance, transmission, and dissemination of information. .

Internet is the publically available worldwide network of computer systems,
services and electronic madia, interconnected through the Transmission
Control Protocol/Internet Protocol (TCP/IP) and related protocols.

d. Intranet is any private, or limited access, network of computer systems, .
services and electronic media, interconnected through the TCP/IP, and
4 _ related protocols. This order applies to all the Department's Internet and
Intranet websites, except. that DOJ content standards will be limited to the
departmentwide Intranet (DOUNet) and departmentwide Internet, and not
pertain to component Internet and Intranet websites.

4. CANCELLATION. The followiné orders and memoranda are cancelled:
a. DOJF 2720.1, Difectives Management.
b. DOJ 2880.1, information Resources Management.
c. DOJ 2880.3, Informatipn Technolegy Investmeng Management.

d. DOJ Memoranda on Official and Personal Use of the Internet, dated 1/13/97,
3/11/58, 12/9/%8, and 12/20/99. ' i .

5. DEPARTMENTAL'IRM POLICY. The Department's IRM policy is developed on an oﬁ;going
bagis and will be issued as changes to this order, with the exception of

computer security.

6. DEPARTMENTAL IRM GUIDANCE. The Department's IRM guidance is develcped on an
on-going basis and is issued as a supplement separate from this order. To the.
extent feasible, the guidance format/numbering will correspond to the parts/
chapters of this policy. Also, where authorized, individual components may issue

supplemantal instructions on the topies in this:order.

/s/STEPHEEN R,
COLGATE
Assistant
Attorney General
for
Administration
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2. Scope.
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2. Scope.

3, Definitions.
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CHAPTER COMPLIANCE WITH THE PRIVACY ACT.
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2.
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.CHAPTER MANAGEMENT OF RECORDS. RESERVED

5.

Purpose.
Scope.
Dafinitions.

Policy.
Responsibilities.

PART 1. GENERAL INFORMATION

CHAPTER 1. AUTHORITIES AND GUIDANCE

following are applicable to DOJ IRM policy:

CONGRESSIONAYL MANDATES.

a.

pub. L. 104-106, Feb. 10, 1996, 110 Stat, 186; 4

Clinger Cohen Ackt of 1996,
Sept. 30, 1996, 110 Stat. 3009; 8

U.S.C. 40001 et seq.; and, Pub. L. 104-208,
U.s.C. 808,

Computer Praud and Abuse Act of 1986, -18 U.S.C. § 1030 (1996).

Computer Secﬁrity Act of 1987, Pub, L. 100-235, Jan. 8, 1988, 101 Stat. 1724;

i5 U.S.C, 272; 278h, 278g-3, 278g-4, and 40 U.S5.C. 755.

Electronic Communications Privacy Act, Public Law 99-508, 25 U.S.C. § 2510.

Federal Acquisition Streamlining Act of 1594 (FASA), Public Law 103-355,

Federal Managers anancial Intagrity Act af 1982 (PMFIA), Public Law 97-255.

Federal Reporta Aot of 1942, 44 U.S.C., Sectiong 3501~ 3511.

- Freadom of Information Act (FOIA), 5 u.s.c. § 5§52,

Government Information Security Reform Act of 2000, Public Law 106-398 (part

of the National Defense Authorization Act) . : -
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Government Paperwork Ellm;nat;cn Act (GPEA); Pub. L. 105-277, Title XVII;

U.5.C. 44 3504.

Govermment Performance and Results Act of 15893 (GPRA), Pub, L. 103-82, Aug. 3,

1993, 107 Stat. 285 (not codified to U.S. Code).

Paperwork Reduction ‘Act of 1985 (PRA), Pub. L. 104-13,
163; 44 U.5.C.- 3501-3520. , ’

Privacy Act of 1974, 5 U.S5.C.§552a, as amended by the Computer Matching and
Privacy Protection Act of 1588, Public Law 100-503. Also. see *Final Guidance
Interpreting the Provisions of Public Law 100- -503, Computer Matching and

Privacy Protection Act of 13%B88%, as published in the Federal Register, June

19, 1989 (54 FR 25818).

May 22, 1995, 109 Stat.

Telecommunications Act of 1996, Public Law No. 104-104, 110 Stat. 56 (1996).

Workforce Investment Act of 1998, 29 U.5.C. 754d (Section 508 of the
Rehabilitation Act of 1973), as amended.

FEDERAL/DEPART#ENTAL REGULATIQNS/GUIDANCE.

a,

b.

5 C.F.R. § 1320, Controlling Paperwork Burdens on the Public.

5 C.F.R. § 2§35, Standards of Ethical Conduct for Employees of the Executive
Branch.

28 C.F.R. § 45.4, Personal Use of Government Property. -

36 C.F.E. 1194, Electronic and Information Technology Accessibility Standards

(65 FR 80500 Dec. 21, 2000).

41 C.F.R. Part 101-11.203, Standard and Opticnal Forms Management Program.

41 C.F,R, Part 101-35, Telecommunications Management Policy.

‘Order DOJ 2400.3, Justice Property Management Regulaticn.

DOJ Graphic Standards Manual, published by the Justice Management Division
{UMD} , Facilities Services Staff.. .

PRESIDENTIAL AND OFFICE OF MAWAGEMENT AND BUDGET (OMB) GUIDANCE.

Executive Order 13011, Federal Information Technology.

OMB Circular A-1ll, Preparation and Submission of Budget Estimates.

OMB Circulaxr A-109, Major System Acquisitions.

OMB Circular A-130, Management of Federal Information Resources [with

. Appendices and periodic revisions).

OMB Annual Bulletin: Information Collection Budget (ICB) Agency Implementation
Guidance,

OMB Memorandum ¥-00-10, OMB Procedures and Guidance on Implementing the
Government Paperwcrk Elxminatlcn Act.

OMB Memorandum M-01-05, Guidance on Inter-Agency Sharzng of Perscnal Data -
Prctecc;ng Personal Privacy

OMB, PRA of 1995, Implementation Guide, June 2, 1999,
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CHAPTER 2. RESPORSIBILITIES

ASSTSTANT ATTORNEY GENERAL FOR ADMINISTRATION (AAG/A). The Assistant Attorney

1.

General for Administration shall: .

a. Fulfill the responsibility as the Department's Chief Information Officer (CIO)
specified in the Clingesr Cohen Act of 1396. .

b. Delegate respbnsibilities as necessary for the effective and efficient
operation of the Department's IRM program. Specific responsibilities of DOJ
officials and components are detailed in the appropriate chapters of this
order. -

2. OFFICE OF INFORMATION AMD PRIVACY. The Office of Information and Policy shall:

Ensure departmental compliance with the requirements of the Freedom of

a.
Information Act and the Privacy Act of 1874 (5 U.§.C. § 552 and 5 U.S.C. §
552a) .

b. Undertake, arrange, or Support training courses and informational programs

dealing with the interpretation and application of the Freedom of Information
Act and the Privacy Act. ,

-

3. EXZCUTIVE OFFICE FOR U.S. ATTORNEYS. The Executive Office for U.S. Attormeys’
shall, in comsultation with the Office of Information and Privacy, provide
standardized training materials to be used by components in conducting formal
training for all Department attorneys and related professionals, excluding
secretarial and clerical staff, in regard to the interpretation and application of
the Freedom of Information Act and Privacy Act of 1574. :

4. HEADS OF DEPARTMENT COMPONENTS., Heads of Department Components shall:

a. Ensure compliance with federal and departmental IRM policies and guidance.

b. Designate a component CIO who shall report directly to the component head or
to the principal deputy component head. This person shall act as the primary
point of contact in all matters concerning the Department's IRM program,

established by this, order.

As necessary, promulgate IRM directives for their ofganization, provided that
such directives are in consonance with authorities outlined in this order. .

" PART 2, INFORMATION TECHNOLOGY MANAGEMENT . ,
CHAPTER 1. USE AND MONITORING OF DOJ INFORMATION TECHNOLOGY (IT)

1. PURPOSE. This chapter states the Department's policy on the use of departmental
computers snd computer systems, on the lack of expectation of privacy with respect
to such use, and on the authorized monitoring or access to information on
departmental computers and computer systems, : 5

2. SCOPE. This policy applies to all computer systems that are acquired for use,by,
owned, operated, and managed by a departmental.component. Use of a privately.owned
computer to connect to a departmental computer system constitutes use of a )
departmental computer system. This policy applies to all components. Telephone use

will be addressed separately in Part 2, Chapter 4, of this order.-
. ]

3. POLICY.
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Use of Department Computers and Computer 5ystems.

(1) Use of departmental computer systems, including Intermet e- ma;l,
departmental e-mail, word processing systems, and connections to Internet
sites, is subject to the same restrictions on use as are other
government-furnished resources provided for the use of employees.

(2) While departmental computer systems are provxded for official use, some
personal use of government computer systems is permitted in acccrdance
with existing policy on personal use of government property, where there
is negligible cost to the government and no interfcrence with official
business. (See 28 C.F.R. § 45.4.)

Prohibited Use of Department Computers and Computér Systems. The following
activities are prohibited on departmental computers or computer systems,
during working or non-working hours, except when conducting legitimate
dcpartmental business with the express prior permission of the employee's
supervisor:

(1) Use of Internet sites that result in an additional charge to the
government.

{2) The obtaining, viewing, or transmitting of sexually explicit material or
other material inappropriate to the workplace. .

(3) Use for other than official governmental business that results in
significant strain on departmental computer systems (e.g., mass mailings
or send;ng or downloading large files such as programs, pictures, video
files, or games). "

(4) Any otherwise prohibited activity, such as sending out solicitaticné of
engaging in political activity prchibited by the Hatch Act.

No Expectation of Privacy. Individual employees should NOT expect privacy in
the use of government computers or computer systems. The Department may access
e-mail messages or other documents on government computer systems whenever it

has a legitimate governmental purpose for doing so. To the extent that
employees wish that their private activities remain private, they should avoid
uging departmental computer systems for such activities.

" Monitoring or Access to E-mail or Documents on Computer Systems. Use of
- departmental computer systems constitutes consent to monitoring to identify

improper use and to ensure that system servica remains available to and .
functioning properly for all users.

(1) Authorized RAccess. Monitoring and accessing employees' e-mail messages,
Internet activities, documents, files, or other use of departmental:
computer systems may be only for authorized purposes. Accessing shared
storage (i.e., a publ;c or a shared server disk drive) does not
constitute accessing another employee's computer system.

(2} Authorized Purposes for Monitoring or Access include:
(a) For system administration and system security.
(b} For conduct of an official investigation by the Office of
Professional Responsibility, the Office of the Inspector General, the
Federal Bureau of Investigation, or the Criminal Division. :

(c) For response to a court order, grand jury subpoena, or search
warrant.

(3) Authofizing Officials. Access to an employee's computer system for any
other reason, such as for suspected misconduct not connected with ad
official investigation by one of the offices listed above, must be
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authorized by:

{a) the head of the Bureau where the employeé works, for Bureau

personnel;

{b) by the head of the Executive Office of U.S. Attorneys (EOUSA), for
EQUSA personnel; :

(c) by the head of the Executive Office of U.S. Trustees {EQUST), for

.EOUST personnel; )

(d) by the head of the National Drug Intelligence Center (NDIC), for NDIC

personnel; or .

(e) by the Assistant Attorney General for Administration for all other
components. . .

This authority may not be delegated bslow the level of a priﬁcipal

deputy.

{4} BNotificatien of Monitoring. Where a component implements a system of
' authorized random or continuocus monitoring of Internat or e-mail
activity, employees are to be put on notice of the extent of such

monitoring.

g in this policy creates any enforceable
rights; however, unauthorized use or monitoring or improper access to an
. employee's computer system may result in disciplinary action. Employees
’ . are prohibited from accessing the e-mail, electronic files or documents,
or otherwise monitoring the online activities of another employee except

in accordance with this policy.

(5) Employee Activities. Nothin

CHAPTER 2. PRIVACY IMPACT ASSESSMENTS

1. INTRODUCTION AND OVERVIEW.

8. Background. Rapid advancements in computer technology make it possible to
store and retrieve vast amounts of data quickly and efficiently. These °
advancemeants have raised concerns about the impact of large computerized
information systems on the privacy of individuals. To ensure that DOJ accounts

" for the privacy concerns of individuals as systems are developad, components
. shall develop and utilize Privacy Impact Assessment (PIA) processes,

b. Purpose. The purpose of this chapter is to establish the policy and f

responsibilities for ensuring that DOJ reviews the potential impacts on*

individuals' privacy concerns that may result from the development and Use of
computer-based information systems that collact or store personal data abouit
individuals. This policy also idantifies the issues components should address
in their PIA policies and procedures and provides some recommendations to
components cn how to set up a PIA process. This policy, and the resulting
supplemental DOJ guidance and component procedures, do not in themselves
create any legal rights or interesst in any third parties, but are intended to
express the commitment of the Department of Justice in protecting the privacy

concerns of individuals.

2. POLICY. ’ .

All departmental components shall conduct a PriQacy

2. New Information Systems.
or any new information system which meets any of the

Impact Assessment (PIA) f
following criteria:
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Contains sensitive informatlon regarding individuals (e.g., medical

(1)
information), regardless of the number of records in the system.

(2) Uses naw téchniques and/or technology to manipulate exisﬁing data about
individuals in a way that such data is readily recrievable.

(3) Ccllects and maintains personal 1nformatlon about individuals that has
"not previously been collected and malntained by the component.
Modzf;cationa to Exist;ng Systems. A PIA shall be conducted if the system to
be modified meets one of the criteria in paragraph 2.a. and the modification
directly affects system data on individuals, or if the system modification
itself meets one of the above criteria.

Written Assessment. The PIA shall be a written assessment of the impact
attributable to the proposed system or modification of an existing system.

PIA Reviewing Official. Each component shall appoint one or more PIA reviewing
officials to examine each PIA conducted by the organization. The PIR reviewing
official shall determine whether or not the proposed system, or system .
changes, poses an undue risk to privacy given the safeguards incorporated into
the system, and on this basis, shall either approve or disapprove the PIA.

_ . . s
PIA Approval. The PIA shall be performed and approved by the component's PIA
reviewing official as early as possible during the development of a new system
(or system modification), ideally when requirements are being analyzed and
decisions are being made about data usage and system design. Components shall
provide evidence that a PIA has been performed and approved by the component
PIA reviewing official(s) at the time funds are requested for implementation

of the system.

3. RESPONSIBILITIES.

a. The Justice Management Division is responsible for:

(1) Apﬁrcving component processes for conducting PIAs.
(2) Enforcing compliance with this policy through the Department's
Information Technology Investment Managemen: process (see Part 3 of this

i s

order) .
. i
b. The Component Heads are responsible for:

(1) Conducting PIAs in accordance with this policy and the accompanying '
guidance.

(2) Designating one or more persons to be the component's PIA rev1ew1ng
official(s).

(3) Developing written procedures for conducting PIAs.

4. IMPLEMENTATION.

By April 30, 2001, all components shall develop and submit for review to the
Assistant Attorney General for Administration (AAG/A) intermal processes to
conduct privacy impact assessments (PIAs).

a.

b. Upon approval of the component's PIA'prccesa by the AAG/A, components shall”
conduct PIAs consistent with this policy.
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CHAPTER 3. ACQUISITION AND USE OF INTERNET AND INTRANET SERVICES

and use of

the public Internet and the department-wide Intranet (DOJNet).

. 2. POLICY.

a.

Internet Access. All departmental Internet access shall be conducted through
the department's enterprise Internet access resources. In such cases where a
component believes its requirements cannot be fulfilled by the DOJ enterprise
resources, the component shall submit a written request for a waiver to the

DOJ CIO. Waiver requests are to be made before implementation of alternative

Internet access.,

Domain Names. All requests for Internet domain names shall be coordinated
through the DOJ CIO. . ,

Content Standards. Departmentwide Internet and Intranet sites shall comply
with federal and DOJ content policies and guidelines. .

Classified Information. No classified information shall be transmitted through
the Intermet unless the DOJ Security Officer has certified that appropriate
measures are in place to ensure the security of the information. a

Sensitive Information. Sensitive but uﬁclassified data may.be transmitted over .
the Internet only if the component head has determined that: .

(1) The interests of using the Internet outweigh the risks in doing so. ;

(2) Appropriate safeguards are in place to mitigate the risks of using the
Internet.

3. RESPONSIBILITIES.

a.

The Justice Management Division has overall responsibility for providing
departmentwide Internet access, including:

(1) Implementing, operating and maintaining department-wide' enterprise -
Internet resources including e-mail, web servers, and Internet
connections/access. ‘

(2) Establishing policies, procedures, and guidance for the use of Internet
and Intranet resources. ' -

{3) Developing content peolicies and guidelines for DOJ Internet and DOJNeéz
sites.

The Intermet/Intranet Policy Group (IIPG) is established as a subcommittes of
the DOJ Information Technology Investment Board (ITIB) to set and oversee
department-wide policies and standards for DOJ web sites, direct cross-ecutting
web-related activities, lead high-level departmental web-related planning
efforts, and resolve difficult management issues related to departmental use
of the Internet and the departmental Intranet facility.

(1) Membership. Membership of the IIPG is as follows:

(a) IIPG voting members will consist of 9 permanent Executives, ones each
from the Federal Bureau of Investigation, the Federal Bureau of
Prisons, the Immigration and Naturalization Service, the Office of
Justice Programs, the Drug Enforcement Administration, the Justice
Management Division, the Executive Office for U.S. Attorneys, the
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United States Marshals Service, and one representative chosen by the
Department's litigating divisions. .

(b) Bx-officio (non-voting) members include the Deputy Assistant Attorney
General for Information Resocurces Management, the Deputy Assistant
Attorney General for Human Resources/ Administration, and the
departmental Webmaster (or their designees). Either the ITIB or the

. Associate Attorney General may designate other personnel as ex
officio, non-voting members of the IIFG when warranted- to bring

" particular skills and expertise to a project.

(c) The Associate Attorney General or his/her designee will chair the
IIPG. - . . .

(2) Responsibilities. Responsibilities of the IIFG include:

(a)Apprcving.policies and program cbjectives that will further the
department's development and use of the departmentwide Interhet and

DOJNet assets.

(b) Establishing necessary priorities when there are resource constraints
" on executing planned development tasks for the departmentwide Internet

and DOJNet.

(c) Representing the various components participating in the development
and use of the departmentwide Internet and DOJNet.

{d) Participating in the approval of the overall concept and design of the
departmentwide Internet and DOJNet web sitas. .

(e} Participating with the DOJ's Chief Financial Officer {CFO) , Chief
Information Officer (CIO), and the ITIB on decisions to ensure that
policies and plans ares feasihle with respect to funding availability,

(f} overseeing the Justice Management Division's operation of tha
departmentwide Internet and Intranet web sites to ensure consistency

with IIPG decisions.

{g) Binding the components and the IIPG by the decisions made.

€. DOJ Components Heads are responsible for:

{1) Designating one or more Content Managers who will ensure that component
information placed on the Internet or DOgNet is in compliance with
federal and DOJ content policies and guidelines. . "

(2) Assuring that their component's use of the Intermet/Intranet service for
" e@-mail, information retrieval, and conducting business complies with all
policies, standards,..and guidelines as established by DOJ.

(3) Developing policies for their employees regarding the use of the Internet
Eo transmit sensitive but unclassified data, including assessment of the
risks-of inappropriate disclesure of data and the security measures iin

place to mitigate those risks.

PART 3., INFORMATION TECHNOLOGY INVESTHENT MANAGEMENT

1. PURPOSE. This documant provides a framework and assigns responsibilities for the
Department of Justice (DOJ) to effectively manage its information technology (IT)
investments in a way that demonstrates good stewardship, complies with applicable
laws, and ensures the effective, efficient, and economical accomplishment of the

agency's many diverse missiohs.
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2. BACKGROUND. The Clinger-Cchen Act (the Information Technology Management Reform
Act of 1996) legislates that executive agencies adopt a more disciplined and
integrated approach to IT management that focuses on performance, capital asset’
planning, acquisition management, and accountability. The Act further directs the
head of each exscutive agency to design and implement a process to maximize the
value and manage the risks associated with IT investments. The process consists of

three phases: - .

Select: Determine the most worthwhile projects through a systematiec,’

a.
structured review of new and ongoing investments.

b. Control: Ensure that the investments are managed to deliver the benefits

promised.

C. ©Evaluate: Validate that the investments deliver what is expected.

3. CONTENT & FORMAT. This document will be supplemented by an Information Technblogy
Investment Management (ITIM) guide. The guide will be broken into sections to

address particular topics. :
4. DEFINITIONS.

a. Ccmponenés. DOJ offices, boards, divisions, and bureaus.

b. Cross-cutting Investment. An investment that has an impact on the delivery of
programs and services, or the achievement of the strategic goals with two or
more DOJ components or between DOJ and other federal, state, or local

agencies.

©. Enterprise Architecture, The explicit description of the desired relationships
among business and management process and information technol gy.

d. Executives. Politically Eppointed and career employees paid at the rates,
established for Levels I through V of the Executive Schedule. -

®. Information Resources. Information resources has the meaning given in Section
3502(6) of U.S.C. Title 44 [The Paperwork Reduction Act of 1995]- i.e.,.' -
information and related resources, such as personnel, equipment, funds, and

information technology.

£. Information Technology (IT). IT has the meaning given in Section 5002(3). of
the Clinger-Cohen Act of 1956 - i.e., any equipment or interconnected system
. ©or subsystem of equipment, that is used in the automatic acquisition, storage,
- manipulation, management, movement, control, display, switching, interchange,
transmission, or reception of data or information by the executive agency. aAs
further clarified in OMB Circular A-11, IT includes computers, ancillary
equipment, software, firmware and similar procedures; services {including

support services), and related resources.

g. IT Investment. An investment involving IT and information resources, including
information or application system planning, design, development, opsration,
and maintenance, regardless of whether such work is performed by government
employeas, by application service providers, or contracted out.

h. Major IT Investment. Any IT investment that the DOJ CI0 determines requires
special management attention because of its importance to an agency missdon;
political sensitivity; its high development and maintenance costs, regardless

. of whether such work is performed by government employees or contracted out. -
: The criteria the DOJ CIO will use to determine if a project is a major IT

investment are:

(1) Annual cost of greater than §10M, or total life cycle cost of greatér
than $50M. )
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{2) Any financial information system with an annual cost of greater than
$500,000. ‘

{3) Any investment that is mandated for use departmentwide.
{4) Any investment that has significant multiple component impa:o.

(5) Any investment required by law ar des;gnated by Congress as a "line
icem.® : .

(6} Any investment that due to the high risk, or polltlcal sens;t:v;ty, as
determined by the DOJ CIO, warrants special consideration.

Portfolic..A collection of IT investments necessary to achieve strategic goals
and accomplish mission and program objectives.

Systems Development Life Cycle (SDLC). The pericdd of time from when a system
is first conceived (concept development) to when the sys:em is no longer:
available for use (disposition or retirement).

S. PBOLICY.

a.

DOJ executive level reviews of the Department's investment portfolio shall .be
conducted during the selection, control, and evaluation phases.

(1) The Information Technology Investment Board (ITIB) will review the
corporate DOJ IT investment portfolio from a business and strategic
perspective. See section 6.b for specific responsibilities.

(2) The DOJ Chief Information Officer (CIO) will review the corporate DOJ IT
investment portfolio, focusing on major and cross-cutting IT investments
that are an integral part of the DOJ enterprise architecture. When the
DOJ CIO deems it appropria:c, ths DOJ CIO will conduct oversight of major

- and cross-cutting IT investments through an independent technical

assassment,

(3) The DOJ Chief Information Officers' Council will review major and
cross-cutting investments contained in the corporate DOJ IT investment
portfolic from a technical perspective.

Each DOJ component shall designate a component CIO who reports directly to the
component head or to the principal deputy component head. 'See paragraph 6d for
specific component responsibilities. ..

Each component shall establish and use an ITIM process recommended by the
component CIO and approved by the DOJ CIO, to budget for and prioritize . .the
results of deployed IT investments., The ITIM process shall:

(1) Provide Ffor a structured, repeatable, and documented process to select,
manage, and evaluate IT investments throughout the systems life cycle.-

(2) Conform to all applicable DOJ policies, but be implemented in such a way
that recognizes individual component size, its unique mission, and its

operational reguirements.

. (3} Include a timely, substantive, component executive review of IT

investments during the selection, control, and evaluation phases.

(4) Be integrated with the processes for making strategxc planning, budget
acquisition, and program management decisions.

(5) Be integrated with a structured system development life-cycle (SDLC)
methodology
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(6) Identify investments that would result in shared benefits or costs for
other DOJ components, federal agencies or state/local governments.

{7) Reguire identification of quantifiable measurements for determining the
net benefits and risks on an investment.

{8) Require comparison-and prioritization of IT investments based on, at a
minimum: ) .
(a) The extent to which the investments contribute to the fulfillment of
missions and goals contained in the Department's Strategic Plan.

{b) The risk associated with the investment.

(c) The return on investment (in terms of both overall affordability for
the agency and reasonableness .of the individual investment).

(9) Establish requirements for investment documentation to support investment
decisions. ‘

(10) Enable executives apd managers to obtain timely imformation to monitor
the progress of an investment in accordance with established cost,

schedule, and performance metrics byt

(a) Identifying, on an independently verifiable basis, when there are
significant deviations (i.e., greater than 10%) from approved
baselines/measures used to measure progress in terms of cost,
schedule, and performance.

(b) Reporting such deviations to the component head, iﬁcludihg proposed
recommandations for modificaticn or termination of troubled IT
investments. Deviations on major IT investments shall also be reported

to the DOQ’ CI0.
6. RESPONSIBILITIES. '
a. The DOJ CIO is responsible for:
(1) Developing and implementing DOJ ITIM policy and guidance.

(2] Confirming that each DOJ component has a decision-making infrastructure
arid appropriate ITIM process in place to make sound business investments
. based on thorough planning, risk management, project pricritization, and
funding availability. '

(3) Assisting compeonents in developing and implementing ITIM procesges and
providing value added services/information on cross-cutting
issues/investments (e.g., earned value and return on investment
methodology; market surveys of new technologies and/or best business

practices). :

(4) Ensuring DOJ IT investments are consistent with DOJ strategic plamning,
budget, acquisition, and program management decisions.

(5) Supporting the ITIB and CIO Council in performing their duties,

(6) Performing oversight of component IT investments and IT investment
management processes through the annual budget process, independent
technical assessments, and regularly scheduled component briefings on
their portfolio and the individual IT investments within the portfolio.

{(7) Providing for coordinated or centralized.manaéement of cross-cutting IT
investments to ensure system/data compatibility.
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Incorporating component investment portfolios into a DOJ corporate IT

(8)
inpvestment portfolio that supports departmental priorities.

Advising the Attorney General an initiating, continuling, mcdif?ing, or
terminating IT investments.

(8

The DOJ Information Technolegy Investment Board (ITTB) is chaired by the
Deputy Attormey General and includes the head or principal deputy from the
Bureau of Priscns, the Drug Enforcement Administration, the Executive Qffice
for U.S. Attorneys, the Federal Bureau of Investigation, the Immigration and
Naturalization Service, the Office of Justice Programs, and the United States
Marshals Service as voting members. The DOJ CIO or his/her designated
alternate (i.e., the Justice Management Division Controller) and a
representative from the Litigating Divisions shall also serve as voting

members of the ITIB. The ITIB is responsible for:
(1) Reviewing the corporate DOJ IT investment portfolio toc determine if it:

{(a) Is consistent with and supportive of DOJ strategic goals and mission
and Attornmey General pricrities.

(b) Includes the business services and functions which must be performed
to achieve the outcomes identified in the DOJ Strategic and

Performance Plans.
(2) Validating component IT investment portfolio decisions, including
selection and prioritization of investments, progress on investments, and
results achieved.

Serving as an advocate for IT investments under consideration for the

(3)
upcoming budget year. .

Recommending the comtinuation, medification, or termination of major or

{4)
cross-cutting IT investments..

{5) Rendering decisions on policy issues which have been elevated for its
review due to strategic or cross-cutting implications.

The DOJ Chief Information Officeras (CIO) Council is chaired by the Deputy
Assistant Attorney General for Information Resources Management and includes
the ITIB members' designated CIOs as voting members. Ex-officio, non-voting
members include designated representatives from the components and the Justice
Managemant Division. The DOJ CIO Council is responsible for: d

(1) gollectivaly serving in an honest broker tcapacity to support
jdentification, sponsoring, and monitoring of major and cress-cutting IT

initiatives and investments by:

(a) Using the ITIM process to manage cross-cutting IT investments.

(b) Performing technical assessments/peer reviews of selected
cross~cutting IT investments.

(c) Highlighting best ITIM practices and offering recommendations on how
to improve DOJ and component ITIM processes. . .

(d} Elevating to the DOJ CIO and to the ITIB issues requiring higher level
decisions on cross-cutting IT issues and investments.

(2) Providing technical expertise to the DOJ CIO and ITIB on component and

DOJ cross-cutting IT issues and investments.

(3) validating and endorsing departmentwide IT strategic objectives, T’
policies, standards, and architectures necessary to support DOJ strategic

goals, mission, and business functions.
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d. DOJ Components are responsible for:

(1)

(2)
{3)
{4)

{5)

(6)

Managing their portfolio of IT investments in accordance with DOJ policy

and accompanying guidance.

cision-making forums, policies, and

Establishing component ITIM de
licy and guidance that are approved by the

procedures to implement DOJ po
DoJ CIO.

Identifying major IT investments and potential cross-cucting,
cost-sharing cpportunities.

Budgeting for resources for the DOJ CIO to conduct oversight of major IT
investments when rsquired by the DOJ CIO. DOJ CIO oversight resources
will be included in the component IT project budgets. .

new and ongoing component investments and recommending the
d in the component budget based on
rformance of investments during the control

Reviewing
level of funding to be include
selection decisions and the pe

and evaluation phases.

providing information and briefings to the CIO Council, DOJ-CIO, and the
ITIB. ' N

7. IMPLEMENTATION. The regquirements of this order are effective immediately. However,

the existing Order DOJ 2830.1C,
remain in effect for each component un
implementation of this policy.

Automated Information Systems Policies, will
til the DOJ CIO approves the component's

PART 4. INFORMATION MANAGEMENT

CHAPTER 1., MANAGEMENT OF DIRECTIVES
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1.

he Administrative Directives System as the

PURPOSE. This chapter establishes t
licy and direction for adminiscracive

primary means of issuing departmental po
matters. .

SCOPE. This chapter does not apply to those directives originated by and

disrributed exclusively within any component.

POLICY.

Directive Coordination. All departmental Eirectives must be coordinated and
cleared through the Justice ‘Management Division (JMD) directives management

officer.

a.

of a directive is to delegate 3 responsibility
f directives also should be of
sed sparingly and simply,

b. Directive Purpcse. The purpose
and/cr direct an action. The subject matter o
somewhat lasting duration. Obligations should be impc

without unnecessary procedural requirements.
ectives or significant revisions to

c. Directive Revisioms. New departmental dir
ing a clearance process in which the

exigting directives shall be issued followl
components are given the opportunity to review and comment on the propesed

directive.
RESPONSIBILITIES.
The JMD Directives Management Officer is responsible for:

(1) Providing general direction for the department's Administrative
Directives System including managing, controlling, and coordinating

directives activities.

a,

(2) Bssisting originators in the development and clearance of directives.

(3) Reviewing directives prior to approval for compliance with directives
standards. .

(4) Controlling and assigning directives numbers/identifiers.

(5} Arranging for dissemination.

{(6) Publishing an annual index of DOJ directives and making it available
mlectronically via the DOJ Intranet (DOJNet). '

b. Component Heads are responsible for:

(1) Ensuring compliance with this order.

(2) Ensuring ;hat any intermal procedures issued within their component
conform with pertinent statutes, laws, regulations, and departmental

pelicies.

{3) Rppointing a directives management officer within their component and
promptly notifying JMD of the appointment.

¢. Componant Directives Management Officers are responsible for managing,
controlling, and coordinating all directives activities within their component
and acting as the central point for directives liaisaon with JMD.

d. Directives Originators are personnel or compenents charged with creating

d@rectives who are responsible for the directives' content, proposed
dls;ribution, cbtaining clearances, and submitting directives for approval.
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CHAPTER 2. MANAGEMENT OF PORMS

1. PURPOSE. This chapter prescribes policies for the administration of forms. It
]

assigns responsibilities for developing and managing forms and stipulates the

departmental standard to be used when designing forms.

3. DEFINITIONS. The following definitions apply:

a.

Departmental or Multi-Component Porm. A form which is usegd by all or multiple
DOJ components or by external entities. : '

Form. Documents with defined data elements and captioned spaces that are
capable of being printed.

4. POLICY.

a.

Zfficiency and Cost-Effectiveness. The objective of the departmental forms
management program is to achieve efficiency and economies of scale in the
promulgation, use, and management of forms by:

(1) Ensuring that the DOJ's Graphic Standards Manual, General Services
Administration (GSA), the Joint Committee on Printing. (JCP) and other
government standards and guidelines ara applied in forms design, -
composition, and printing.. .

(2) Ensuring that forms are composed, printed, distributegq and stocked by the
most economical means.

(3) Ensuring that forms are available electronically, to the greatest extent
pPracticable, pursuant to the Government Paperwork Elimination Act (GPEA).

{4) Establishing a single focal point in all components to approve/disapprove
all forms and to provide overall management of the forms management -
pProgram,

(5) Providing proccdures for maintaining a complete history of each form from
inception to obsolescencs, . .

Content and Coordination, All forms will he created in accordance with the Dog
Graphic Standards Manual and coordinated with the JMD Forms Management
Officer. Whenever practical, instructions shall be incorporated into the body
Or on the reverse side of a form. .

Blectronic Availability of Porms. DOJ's goal is to make all internal-use forms
available by electronic means, and to make public-use forms available )
electronically, to the greatest extent Practicable, pursuant to the Government
Paperwork Eliminatjion Act (GPEA}. '

5. RESPONSIBILITIRS. ) ) ©oe

a.

The IMD Formg Management Officer ig responsible for:

(1) Providing genaral direction for the departmental forms mariagement
pProgram, including managing and cocrdinating all forms activities.

(2) Reviewing new angd revised forms covered under the scope of thig chapter,

{3) Providing technical guidance and consulting services to components in the
development, promulgation, and printing of forms.
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(4) Maintaining a system for assigning and controlling form numbers.

{5) canceling forms.

{6) Arranging for forms distribution.

overnment Standard Forms (SF) and Optiocnal Forms

{(7) Recommending the use of g
‘ in lieu of develeping new forms.

(OF), wheresver possible,

{8) Pe:iodiéally posting .a list of current, revised and recently obsolete
forms on the DOJ Intranet (DOJNet).

b. Component Heads are responsible for:

(ly Ensuring compliance with this order.

d within their componernt conform with

(2) Ensuring that any forms issue
and departmental policies. '

pertinent statutes, laws, regulations,
(3) Appoinﬁing a Forms Management Officer within their component and promptly
notifying JMD of the appointment.

¢, ' Component Forms Management Officers are responsible for:

{1} Managing, ccntroliing, and coordinating all forms activities within their
companents.

(2} Acting as the central point for forms liaison with JMD.
{3) Recommending that a form should be categorized as a DOJ form based cn:

! {a) An evaluation that the form's function is departmental or
. multi-component in nature and/or; .

(b) An assessment that a substantial amount of the information included on
the form is the same or similar to that used on multiple departmental

organizational component forms.

d. Component Forms Originators are personnel or components charged with creating
and maintaining forms who are-responsible for: . . ,

{1) Determining the forms' content, proposed distribution, obtaining
clearances, end submitting Eorms for approval.

(2) ‘Making decisions on whether to create, revise, eliminate, or integrate
forms for which they are cognizant into an information technology system.

CEAPTER 3. COMPLIANCE WITH THE PAPERWORK REDUCTION ACT (PRA) AND
THE GOVERNMENT. PAPERWORK ELIMINATION ACT (GPER)

1. PURPOSE. This chapter sets forth departmental policy regérding the information
collection and recordkeeping requirements imposed by or for compenents on
individuals, small businesses, educational and non-profit institutions, state,

local and tribal governmments, and other persons.

2. SCOPE. This chapter applies to all collections of information except those
specifically exesmpted by 44 U.S.C. 3518(c) (1) and excepted by 5 CFR 1320.3. It
applies to one-time and recurring departmental information collections, whether .
! electronic or manual, as well as mandatory, voluntary, or required to obtain a

benefit.

3, DEFINITIONS. '

nOTAN221
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Information Collection. Tha obtaining, causing to be cbtained, soliciting, or
requiring the disclosura to third parties or the public, of facts or opinions
by or for a component, regardless of form ar format, calling for eicher:

{1) Answers to identical questions posed to, or identiecal reporting or
recordkeeping requirements imposed on ten or more persons, other than
agencies, instrumentaliries or employees of the United States; or

{2) Answers to gquestions posed to agencies, instrumentalicies, or employees
of the United States which are to be used for general statistica}l

purposes.

Burden. The time, ¢ffort, or financial resources expended by persons to
generate, maintain, or provide information to or for a federal agency,
including the resources expended for:

(1) Reviewing instrucfions.
(2} Acquiring, installing, and utilizing technology and systems.

{3) Adjusting the existing ways to comply with any previously applicable
instructions and requirements. .

(4) Searching data gources,
(5) Completing and reviewing the collection of information.
(6) Tramsmitting, or otherwise disclosing, the information.

Recordkeeping. The regquirement imposed by or for a componant on persons to
maintain specified records, including requiring:

(1) Retention of such records.

(2) Notification, disclosure, or reporting to third parties, the federal
government, or the public of the existence of such records.

Limiting information collection requirements to the minimum necessary for the
protection of the public, policy development, effective midnagement plann#ng,

and external reporting.

Collecting information in the most'efficient, effective, and economical manner’
possible. : ’

Promoting the use of information technology to increase program efficiency and
effectiveness‘through: ’

{1} Improved integrity, quality, accuracy, and utility of informaticn

collection and dissemination within and outside DOJ, including
implementation of GPEA and the DOJ GPEA plan.

(2) Ensuring public access to government information.
(3} Protecting Privacy and security.

Ensuring that:

(1) Component information collections be reviewed and certified by the
Justice Managemant Division prior to forwarding to the Office of
Management ang Budget for approval. - )






